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TECHNICAL AND ORGANIZATIONAL MEASURES

This document provides an overview of the Technical and Organizational Measures (TOMs)
implemented by TenderEasy TMS AB (the Company) to protect personal data in accordance
with data protection regulations. The measures apply to the services provided by the Company.

Status: 2024-08-28

1 PHYSICAL ACCESS CONTROL

Unauthorized access is to be prevented, whereby the term is to be understood physically.
» See physical and environmental controls implemented by Amazon Web Services (AWS):

» Code and key to access office premises
* Visitors are escorted by TenderEasy staff at office premises

2 LOGICAL ACCESS CONTROL

The intrusion of unauthorized persons into the computer systems is to be prevented.

» Password length at least 8 characters; never stored in plain text

»  User access encrypted by HTTPS (SSL)

= Servers and databases located in Amazon Virtual Private Cloud (Amazon VPC)

= Server access secured by SSH and private key

= Database access via encrypted SSH tunnel and admin login

» |ogging of server and database access

= Analysis of log files if necessary

= Virus scanners and firewalls protect the network and the systems against unauthorized
access and malware

3 ACCESS CONTROL

Unauthorized activities in data processing systems outside of granted authorizations must be
avoided.


https://aws.amazon.com/compliance/data-center/controls/
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= Access to application with personal user ID and password

= Access rights, and authorization of read and write permissions assigned based on role and
responsibilities of the employee/user

» Depending on the technical capacities, access is logged

* Analysis of log files if necessary

4 HANDOVER CONTROL

Aspects of the transfer of personal data must be regulated.

= Allemployees are committed to data privacy

» Data Subject rights ensured in accordance with data protection regulations

= Access encrypted by HTTPS (SSL/TLS) for all users of the system
* Maintenance access only via encrypted SSH connection with public/private key pair

5 INPUT CONTROL

The traceability and documentation of data management and maintenance must be guaranteed.

= Accesslogging via log files
* Analysis of log files if necessary

6 ORDER CONTROL

Processes of personal data only on documented instructions from the controller must be
guaranteed.

» Processing of personal data in accordance with the Company’s Privacy Policy and with
customer agreements

= Notification to affected customers in the event of a personal data breach; corresponding
guidelines reviewed annually

7 AVAILABILITY CONTROL

The data must be protected against accidental destruction or loss.
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=  See physical and environmental controls implemented by AWS:
, furthermore:
= Firewalls protect the network and the systems against unauthorized access and malware
= Monitoring of all relevant servers
* Production databases are backed up across three isolated AWS Availability Zones
= Nightly data backups to Amazon Simple Storage Service (Amazon S3)
= Backup strategies allow recovery of the data; the restore method is regularly checked

8 SEPARATION CONTROL

Data collected for different purposes must also be processed separately.

= Separation of production and test environments
= Separation of customer instances and databases


https://aws.amazon.com/compliance/data-center/controls/

