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FREIGHT
SECURITY

Fraud is on the rise across
Europe and the world.

CARRIER
CASES

88
160,000 -~
84%.
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FACTS

88

FAKE CARRIER
CASES

The German Insurance Association (GDV) report-
ed that the country recorded 88 fake carrier cases
in the first seven months of 2025 alone — already
matching the total for the whole of 2024.

On average, a full truckload disappears every
three days, with losses of around 18 million Euro
up to the end of July 2025.

84% OF CLAIMS

Carrier fraud, in which criminals imitate haulers,
sub-contractors, and drivers with falsified doc-
uments, accounted for 84% of claims involving
fraud or deception in 2022.

Crime hits big players, medium players and small
family enterprises alike — no-one is immune. In-
deed, the small business with a fleet of one or two
trucks is the least likely to recover from a fraudu-
lent attack.

Introduction

160,000

CARGO-RELATED
CRIMES

According to the Transport Asset Protection Asso-
ciation (TAPA) intelligence system, nearly 160,000
cargo-related crimes were recorded across 129
countries between 2022 and 2024, with total loss-
es estimated to reach several billions of Euros.




WORST
OF ALL?

Fraud also hurts your
most important priority
— your customers.

5,777

CARGO CRIMES

In the first five months of 2024, The TAPA EMEA
Intelligence System (TIS) recorded 5,777 cargo
crimes, an average of 38 a day.

Introduction



AND WHO ARE
YOUR CUSTOMERS
LIKELY TO BLAME?

(48%) said they had
experienced cargo theft or
other types of freight fraud

In April 2024, the Indago supply chain research
community — comprising supply chain and logis-
tics executives from manufacturing, retail, and
distribution companies — was asked:

“Have you experienced cargo theft or other types
of freight fraud in the past year? How would you
characterise your processes/efforts to prevent
freight fraud?”

Almost half of member respondents (48%)

said they had experienced cargo theft or other
types of freight fraud in the previous 12 months.
Just as troubling, 22% of members characterised
their processes and efforts to prevent freight
fraud as either ‘Poor’ (15%) or 'Very Poor’ (7%).
As one supply chain executive commented, “We
haven't even begun to think about mitigating
freight fraud, which could introduce substantial
risk as we scale.”

THETIMETO
ACT IS NOW.



This e-guide will help you identify and
understand the many fraudulent behaviours
at work in the freight industry today. Best
of all, it will help you develop policies and
safeguards to prevent fraud, every time.

Introduction



FREIGHT
INDUSTRY

How They Work and
How to Beat Them

Freight scams
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SCAM 1: PHISHING

PHISHING

Posing as a legitimate
business, often with near-
accurate domain names and
email addresses that appear
trustworthy to the victim.

Posing as a legitimate business, often with
near-accurate domain names and email
addresses that appear trustworthy to the victim,
phishers gain access to sensitive information
within a shipper, carrier or broker database.

This is likely to include logins, passwords and
financial information.

Once on the loose inside the company’s systems,
the phisher is free to cause mayhem in several
ways — impersonating the company to defraud
others, installing malware to demand a ransom,
or stealing funds. In the road haulage industry,
impersonating legitimate companies to book

or re-route loads is a particularly common scam.
Falsifying documents to show Proof of Delivery
(PoD) is another - the documents will look correct,
but the load has disappeared forever.




SCAM 1: PHISHING

HOW TO BEAT PHISHING:

RE

Train and prepare staff — not once, but all the
time. Be on the lookout for generically addressed
emails, as well as domain names and email
addresses that may look correct, but which will
have a small deviation from the expected; the
inattentive can easily overlook a misspelling or the
cunning addition of a number.

a

Resist opening unfamiliar or unexpected
attachments to emails. Requests for payment
should be treated with serious caution, particularly
those which demand urgency. Scammers know
that urgency causes targeted victims to become
distracted.

Carry out simulation exercises for new hires,
as well as regular refreshers for existing staff.
One common test is to send your own simulated
phishing email, including attachments, to your
own staff. Take note of both those who spot and
report the email, as well as those who are duped.

Freight scams

Q

Verify any unusual requests by pausing the
communication and using another resource, such
as calling the requester on an established, trusted
telephone number.

©

Follow existing standards such as the
Transported Asset Protection Association
(TAPA) Cyber Security Standard and Freight
Broker Security Requirements (FBSR) and ensure
all carrier and broker partners are signed up to
similar conventions.

B

Check all contact details of contacts in
the transaction by separate, corroborated
evidential means.
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SCAM 2: DOUBLE BROKERING

DOUBLE BROKERING

Double brokering — when a load assigned to one
broker or carrier is passed by them to another bro-
ker or carrier — is an increasingly common source
of fraud in the world of digital freight transport.

It may often, though not always, stem from an
earlier phishing attack.

First, an important distinction. It's not illegal for a
broker or carrier to sub-contract a load to a sec-
ond carrier — as long as the shipping customer
has approved the transaction. This practice is
sometimes called co-brokering.

Carriers and brokers do sometimes

sub-contract loads in this way, perhaps if they
have overbooked capacity or need to spread
loads. Peak season makes big demands on the lo-
gistics industry, and fast-tracked carrier onboard-
ing can be one consequence.

Freight scams

If the shipper has not
approved the action, then
the act of double brokering
is illegal in itself.

But beware, if the shipper has not approved the
action, then the act of double brokering is illegal
in itself.

As part of a prepared scam, double brokering
is slightly different.

It works like this: a fraudulent carrier or broker,
often impersonating a trusted, approved carrier
via falsified documentation and identity, accepts
a load from an entirely innocent shipper and then
steals the load.

As well as the financial loss, the risks to the in-
dustry of scam double brokering are legion — ac-
countability, compliance, load visibility and com-
pany reputations are all likely to be compromised,
in addition to legal headaches for victims.



SCAM 2: DOUBLE BROKERING

HOW TO DEFEAT DOUBLE
BROKERING SCAMS:

Bo

Take time to confirm all company history,
information and contact details about carriers
and brokers and corroborate it independently
from trusted industry contacts and via trade
registers and websites.

Vo

Apply a rigorous selection process: ask for
copies of the transport licence, insurance, and
references from other companies.

AN

Are you offered the chance to take a load at
rates too good to be true? They are probably
exactly that. Proceed with due caution.

Freight scams

Three magic words:

Verify, Verify, Verify.

b

Use a trusted freight exchange with strong
protocols against bad actors. Remember that a
credible freight exchange will have independently
validated all members before admitting them to
the platform and will have ongoing, continuing
safeguards in place against fraudulent players.

0]

Use trusted, third-party transport

management platforms between shipper,
forwarder and carrier to ensure continuity. Stay
in regular communication with carrier and broker
partners. Be alert if anyone suddenly becomes
unavailable or implausibly hard to reach.

e

Learn to trust your carrier partners — measure
their performance and monitor their working
methods and usual behaviours, being aware
of any changes in their regular processes and
checking with them accordingly when those
processes do change.
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SCAM 3: PAYMENT FRAUD

PAYMENT FRAUD

Criminals use the details
gained from a successful
hack to forge documentation,
such Proof-of-Delivery notes.

Freight scams

Theft is usually the ultimate motivation for the
original phishing scam. Criminals use the details
gained from a successful hack to forge docu-
mentation, such Proof-of-Delivery (PoD) notes.

They then send fake invoices, in the guise of
established partners, to divert money to a fraudu-
lent bank account. The shipper approves the PoD,
pays the invoice, and the real carrier loses out.



SCAM 3: PAYMENT FRAUD

HOW TO BEAT
PAYMENT FRAUD:

Q

See ‘phishing’ above; take time to verify
all invoices thoroughly and follow proper
document and payment procedures.

0l

Use Real-time Visibility (RTV) software via a
transport platform to verify shipments are where
they are supposed to be, maintaining communica-
tion with the named driver throughout and estab-
lishing precise delivery times.

Freight scams
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SCAM 4: FUEL FRAUD

FUEL FRAUD

Many larger carriers deploy
fuel card products, which can
be prone to corruption.

Freight scams

Many larger carriers deploy fuel card products,
which can be prone to corruption. Drivers are not
immune to using them for non-official purchases
or fueling at non-approved locations. Meanwhile,
access details can be hacked by unscrupulous
third parties, and the card then used illegitimately.



SCAM 4: FUEL FRAUD

HOW TO BEAT FUEL FRAUD:

* % x

Set unique cards and PINs for drivers or vehicles
with set limits on usage and refill locations.

Use Real-time Visibility (RTV) and routing
systems to corroborate driver/vehicle locations
and ensure no unauthorised locations are used
or unexplained deviations made from expected
routes. RTV technology is supported by many
TMS and TEX technologies.

Keep regular audits of fuel logs and use data
analytics to detect any changes in vehicle fuel
consumption patterns.

O

Devise and implement zero-tolerance staff
complicity procedures.

Freight scams
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SCAM 5: FICTITIOUS PICKUP & DELIVERY

FICTITIOUS PICKUP & DELIVERY

Criminals use digital technology

to steal legitimate, high-value
shipments in plain sight.

This usually occurs in one of two ways:

1. Via identity theft, usually
attained by hacking

into a legitimate company’s email and commu-
nications system, enabling scammers to suc-
cessfully impersonate Bonafide businesses. The
thieves then arrive early at the pickup with bogus
CMR documents and licences, stealing and driv-
ing away the goods before the official carrier has
arrived.

2. Via a so-called ‘Ghost
Company’,

the scammer sets up online with reputable-look-
ing licences and bonafides, bids competitively for
loads online and wins the business. The shipment
is then stolen, and the Ghost Company vanishes.

With fictitious delivery, bad actors change the des-
tination of the goods from the correct one to an
entirely new address, and the driver is innocently
alerted to divert to a new drop-off. When the driver
arrives at the fraudulent destination, it has been
made to look legitimate, with staff in recognised
safety outfits and proper ‘procedures’ supposedly
carried out. In fact, it's a sham.




SCAM 5: FICTITIOUS PICKUP & DELIVERY

HOW TO BEAT FICTITIOUS
PICKUP & DELIVERY:

Deploy first-rate visibility and routing software
so that shipments can be tracked for unexpected
route changes or unplanned stops.

B

Devise and document firm policies on communi-
cation and plan changes: make clear at all levels
that any change in route or destination must be
validated by a superior. So, if a driver or dispatch-
er is contacted directly by someone claiming to

be the customer and requesting a change, they
know that standard procedure is to politely decline
before informing management.

Freight scams

Those three magic words again:

Verify, Verify, Verify.

B

Devise and document reliable handover and
receipt protocols: dispatchers should clearly
communicate to drivers, before loading, the
details of the trip: who the sender is, who the
contact person is at loading, the exact address
and any passwords and access codes if such
verification methods are used.

)

Upon arrival, the driver should ensure that
he/she identifies and interacts with the named
contact person. If another individual presents
themselves as the customer representative and
gives different instructions (such as a different
delivery destination), the driver knows to contact
dispatch immediately for confirmation. In no
circumstances should the driver act without the
approval of the dispatcher.



SCAM 5: FICTITIOUS PICKUP & DELIVERY

Ensure additional verification when
shipment circumstances change:

¢

New delivery address: establish if it is a logistics
platform, a known warehouse, or a secure loca-
tion. New, previously unannounced addresses
require increased attention.

Online verification of the location: search for the
official website of the unloading location. Authen-
ticate the existence of the company, the contact
details, and whether the location is publicly listed
as a warehouse or work location.

Ro

Telephone confirmation: call a trusted official
contact number (not one provided only via email)
to confirm that the location is awaiting delivery.

If the customer submits a change to the unload-
ing address after the truck has departed, immedi-
ately apply the three steps above.

Do not accept redirection
without full validation.

Freight scams
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SCAM 6: CARGO THEFT & PILFERAGE

CARGO THEFT & PILFERAGE

It's probably fair to say that pilfering cargo
has occurred since the earliest humans wheeled
a load from settlement A to settlement B.

WHAT CAN YOU DO ABOUT IT
IN THE DIGITAL AGE?

0

Use route-planning technology via your
transport platform to cost-effectively avoid
high-risk hijack areas, especially where rest,
recharging and refueling are concerned. Plan the
first long break a long distance from the fuel or
charging area; thieves are likely to follow the truck
from the charging point and act at the first stops.
As stopping points, choose guarded parking lots
or large, well-lit service stations.

AN

Beware of enquiries asking for specific details
of the load when there is no reason to do so from
a logistics perspective.

Freight scams

Be vigilant on the route. Thieves in passing vehi-

cles may try to tempt a driver to stop unexpected-
ly, perhaps by alerting them to a non-existent tyre

or vehicle fault. If in doubt, drivers should not stop
in an isolated area, driving to the nearest location

likely to offer a measure of security or vigilance.

)
=Q

Screen all drivers: seek references and
background checks, including evidence of
criminal record.



SCAM 6: CARGO THEFT & PILFERAGE

O

Use high-security seals on trucks: they provide
early evidence of attempted break-ins or unautho-
rised access.

Train drivers in security protocols: Make sure
they know the correct procedures, checking
identity when loading/unloading and maintaining
awareness along the route.

()

Fit heavy-duty, hardened steel locks
that deter opportunist criminals.

O

Create a zero tolerance staff policy, including all
drivers, yard and warehouse staff. Issue remind-
ers to staff of the consequences of complicity.




TRANSPORT
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Ease, Efficiency and Reassurance
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ENGAGE A RELIABLE
TRANSPORT PLATFORM

A reliable transport platform Transport platforms are there to make life and
can p|ay a vital role in business easier and more cost-effective for

. X th it f freight industry shippers, carriers and forward-
IR inis SIS Iy Rlr ers. They exist as the connective tissue to bring

drivers, staff, vehicles, and partners together to mutually benefit by creating

company finances. opportunities across the sourcing, planning, and
execution chain.

Security is at the beating heart of the connecting
tissue, because transport platforms have to be
completely trusted by both sides of the transport
equation before transactions can occur.

Engage a Reliable Transport Platform



ENGAGE A RELIABLE TRANSPORT PLATFORM

Select a reliable transport platform to
offer you a comprehensive trust framework

along these lines:

RIGOROUS ONBOARDING

Eﬁq Strict checks for any new company join-
Q ing the platform

Company certification, including offi-
@ cial registration, licences, VAT and IBAN

verification, as well as credit checks and

authentication of senior management

[\ Examination of previous invoices and
Q operations, including fraud pattern
screening

ONGOING MONITORING

(_:r Behaviour and activities, including
deviations from normal usage patterns
and freight and vehicle volumes

Engage a Reliable Transport Platform

@ Benefit from the proven trust and reliabil-
ity of previously onboarded vetted carri-
ers on the platform

E] ID verification of authorised represen-
tatives and the new company’s CRM
history

@ Multi-Factor Authentication offers fur-
ther protection and reassurance against
criminal intent

Oversight throughout the customer

KJ lifecycle, including any suspicious
activity as well as alerts when payment
incidents are flagged



THE ALPEGA UNIFIED
PLATFORM GOES FURTHER:

It provides a dedicated Safety Committee, o
which reviews every reported case of breached o
security and makes a thorough assessment of the

potential consequences. Local market expertise OF THE INVOICE AMOUNT
is always applied in decision making, and imme- GUARANTEED

diate action is taken where necessary. Access to
the platform is restricted or blocked altogether as

. Peace of mind is a key benefit for members
required.

of the Alpega transport platform.

Protection against non-payment is also
available for carriers through the Alpega
platform, with up to:

Engage a Reliable Transport Platform



DOS AND
DON'TS

To keep you and your load safe

Driver Safety: Dos and Don'ts
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DO

Vv

Ensure the details — type of goods, route,
recipient — are clearly specified before you leave
the depot. If you identify discrepancies, speak to
the transport manager or other named individual
at your own office about your concerns.

Vv

Know the company protocol for identity
checking at load/unload sites: verify the identity
of the person loading your goods, especially if the
expected customer representative is not present.
Unloading should not take place until you are sat-
isfled the correct protocols are being followed.

v

Secure seals and locks: Use sturdy locks on the
trailer doors to deter opportunistic theft.

v

Confirm and corroborate changes in
instructions, such as last-minute route changes.

Driver Safety: Dos and Don'ts

Vv

At loading, confirm that the order details
correspond to reality — the type and quantity

of goods, the documents (CMR, advice note) are
correctly completed and signed by the shipper.
Make sure any discrepancies are clarified
before departure.

Vv

Once the goods are sealed on the vehicle,
note the seal series on the documents
and check its integrity.

v/

Plan routes to avoid stops in high-risk areas:
where possible, plan your route so that you
do not have to stop (for rest or refueling) in
high-risk areas.

Vv

Keep documents, including CMRs and waybills,
secure and out of sight in the cab.



DON'T

X

Take control of goods without clear, properly
signed documentation.

X

Respond to requests to stop or change route
unless you have 100% verification that the
request is genuine.

X

Transfer cargo to another vehicle
without confirmation from your own team
and accompanying documents.

X

Disclose your cargo details or destinations
to unknown persons.

Driver Safety: Dos and Don'ts

X

Drive a vehicle with insecure locks.

X

Answer enquiries about specific
load details.

X

Leave documents and sensitive data loose or

unattended in your cab - CMRs and waybills can
be quickly photographed by vigilant criminals at
rest or fuel stops.
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